AI and Digitalization: Ethical Challenges and Safeguarding the Rule of Law

This paper is the written version of the speech pronounced during the EJTN Seminar, Impact of digitalization and Artificial Intelligence in Administrative Law, held in Rome on 7th and 8th of April .

1. - In the past few years, the digitalization of several aspects of life has become a reality. From communications to purchases, from watching movies to listening to the music, from reading a book to find a partner: digital services are everywhere.
Public services have also been evolving digitally: citizens are now entitled to ask for information, request certificates, file applications to Public Authorities from their home, not being constrained to visit offices, reducing also carbon footprint, as they do not need to use cars or other transport sources.
The above-mentioned development makes public services more available as people’s access to digital public services does not depend nowadays on civil servants’ working hours, nor on accessibility of physical offices.
Digitalization process has produced a large improvement in managing documents and files. Digital files are quite almost available, accessible from remote, researchable, and subject to countless form of classification,
As an example, we should look to enormous benefits deriving in healthcare from the possibility for doctors to have digital access to patients’ medical files from everywhere. They can provide bast cares, based on clinical data, notwithstanding contingencies. 
Finally, digitalization in public sector has allowed civil servants to have access to remote work.
2. - However, digital evolution in Public Sector has also a dark side, that lawyers have to bear in mind.
First of all, there are security concerns: digital document, especially when they are stored on a cloud, might be more vulnerable to hijacking, hybrid acts of war or simply to failure of the digital systems. When systems are down, documents and files are inaccessible.
Second, we are all conscious that files format and hardware, where data is stored, develop over time, such that there is the risk that documents and data might be not accessible in the future. For example, today it is difficult to have access to data stored in a 5 ¼ floppy disk during ‘80s. 
These two aspects are to be taken in consideration when Public Authorities go to adopt new digital systems.
But the most dramatic risk is that the digitalization of Public Services may result in an increasing of digital divide. Unfortunately, there are areas of population, particularly elderly and lower-income groups, that are digitally illiterate: a massive digitalization of Public Services might exclude them.
As Public Services have to produce benefits for all citizens, Authorities need to give access to services also to disadvantage people. In a recent paper, the French Counseil d’État[footnoteRef:1] advanced twelve proposals to enhance the effectiveness of Public Services. The first two proposals should be underlined: to operate with the aim to granting access for all users to Public Policy and Public Services; and to provide help to disadvantage people to have access to services. [1:  Conseil D’État, Étude annuelle 2023 - L’usager du premier au dernier kilomètre de l’action publique : un enjeu d’efficacité et une exigence démocratique, on www.conseil-etat.fr] 

3. - In more recent years, development of AI models has captured the attention of students and lawyers. 
AI tools are everywhere: there are not only chatbots such as the famous ChatGPT or Gemini. AI models operate in streaming and on-line shopping platforms, to customize homepage and research results, in social networks’ newsfeed or GPS systems. Also, AI models are used (and useful) in healthcare: machine learning algorithms are used to analyse medical images and identify abnormalities.
The latest example reveals that, in general, AI could be of a great service for the humankind. It is natural that it might, and will, be used by Public Authorities.
Then AI tools may be used to support civil servants' activity, to make work more efficient and less expensive. We should think of AI-operated software to make transcriptions of declarations or interviews; translation of documents released in foreign languages; and summarization of long documents.
AI models could help in analysing big amount of data, finding path that were not noted by human beings. So, it is possible that AI models could suggest better use of resources in healthcare system; or research how Public Authorities have decided in previous cases like the one at hand; or cross-examine economic and fiscal data to detect risks of tax or social security frauds.
AI models could be used in schools and universities, to implement new teaching techniques and to better evaluate learners' results.
Basically, using AI models may result in Public Services being more available, more efficient and less expensive.
4. - Are there negative aspects, then? Are there ethical and juridical challenges? Actually, the use of AI tools in Public Service might rise relevant issues.
The most developed and useful AI models are owned by private companies, whose finality is commercial. So, on one side, it is not sure that those AI models perfectly comply with the Public Authorities’ requirement. On the other side, there might be the risk of over-reliance of Public Authorities on private entities that, not being required to pursue the public interest, could abuse their dominant position; apart from geopolitical issues and the risk that the supply of AI models could be used to condition the Government.
Moreover, it has to be said that all data provided to AI tools enter into the domain of private companies, which are allowed to use them to train their models. So, we can recognize two different kinds of risks. On one hand, the Government losing control of their own dataset, used for free for commercial purposes. On the other hand, as data used by Authorities could be sensitive, there is a data protection issue: the privacy of citizens and of legal entities might be harmed.
Finally, when datasets used for AI models training are incorrect, they can spread disinformation. Indeed, the technicians’ motto, “garbage in, garbage out” is quite universally known. The meaning of the motto is that results in an AI elaboration may be wrong if data taken in consideration are incorrect or partial.
As a matter of fact, newspapers seldom do give evidence to cases in which lawyers produce legal documents in which there are case-law quotations, but the quoted judgments simply don’t exist.
We can get a first conclusion: whereas it should be meaningless to think of renouncing to technological development and AI in Public Services, at the same time civil servants have to be perfectly conscious of risks and careful in preventing and avoiding them, as well as ready to repair prejudices.
 5. – At this point, we cannot hide that the crucial question is whether it is suitable and safe to use AI models in decision-making process, as it is obvious that their use should result in a game-changing event. 
When considering both automated decisions and the use of AI models as support in the decision-making process, multiple issues have to be taken into consideration. 
Firstly, we know nothing about the people who created AI models and who trained them. Are they qualified in the domain in which AI tools are going to operate? While training an AI model to summarize judgements, or to detect different opinions in interpreting the law, are the trainer capable of recognizing misinterpretation of data made by the algorithm?
 Neither can manipulation risks be underestimated as there is the possibility for private companies to condition the results of AI elaboration, according to economic or political aims.
In deciding to implement AI tools, other problematic aspects should be balanced: the footprint on environment, as AI models run on gigantic hardware complexes that need an enormous quantity of electricity and water, and job displacement.
6. – As lawyers, we consider a prominent issue the so-called black-box problem. Actually, more developed AI models, such as machine-learning models and deep learning models, are capable of learning from their own activities how to get the results. Then, neither creators nor trainers can understand what path the machine followed to give an answer to the request. 
This is a general problem for the reliability of AI models; moreover, it is a big harm to the Rule of Law, when it comes to Public Authorities’ decisions, as there is a complete lack of transparency and understandability of criteria used.
Besides, another question arises: how can a judge operate judicial review of administrative decisions while the reasoning that support them is unknown? Should automated decisions be implemented, administrative judges should find new criteria of evaluation, based, for example, on data integrity and reliability.
7. – Finally, we should be conscious that automated decisions might be based on biased data. Moreover, bias and AI models are entangled. At the end of the day, what AI models do is to analyse a big amount of data referred to past events, detect distinctions between these events, find relations and patterns, and then apply the scheme so determined to the case on hand.
This complex proceeding does not necessarily produce discrimination: if a new female user of a streaming platform is provided with a homepage with a lot of romantic movies, because women generally prefer this kind of product, this is not a discrimination.
But, as past data might be affected by prejudices based on sex, race, economic, social or cultural background, it is not impossible that AI-based decision could produce discriminations that, due to the black-box problem, might be very difficult to detect.
Prejudice could also be perpetrated and reinforced by the feedback loop effect. This expression refers to the case in which the outputs influence the data on which an AI model is subsequently trained. If the output is biased, bias should result in being amplified.
Students underscore a notable case, involving using an AI model to predict crime hotspots and direct police patrols. If the initial data used to train the AI reflected existing biased policing patterns (e.g., more arrests in certain minority neighbourhoods), the model would predict higher crime rates in those areas. This would lead to increased police presence, more arrests, reinforcing the initial biased data, and thus perpetuate a discriminatory feedback loop, unfairly targeting specific communities.
Above all, it could be a really difficult task to remove bias and discriminations, as it is not possible to simply order the model to correct bias, whereas technicians have to clean up datasets used by the machine. 
8. - Another unsolved problem stands with accountability in case of automated or AI-supported decision. Who is responsible for those decisions? Who should be taken as liable in case of unlawful or wrongful decision that provoked damages?
We could simply apply the traditional model of liability, considering Public Authorities or civil servants responsible for decisions released using AI tools. Maybe we should also take a different path, exploring the possibility of holding the AI model provider or its supplier liable for damages as well.
9. – So, what is the final evaluation about the possibility of deploying AI-models that produce AI-driven decisions? Do risks for the Rule of Law and ethical issues suggest avoiding the use of these tools? 
As AI could improve quantity and quality of civil servants’ work, a positive answer should be a mistake. 
But Public Authorities and civil servants should be extremely cautious and careful, following some crucial rules.
 First of all, before deploying AI tools, there should be a previous assessment of their impact on human rights, particularly on Non-Discrimination Principle and the Right to Access to Justice.  
As transparency is a basic value for democratic systems, citizens and, more in general, legal persons have to be informed when they are subject to an automated decision; they should be entitled to the right to know meaningful information about the logic used by AI models to produce decisions.
All these principles are nowadays recognised by EU Acts: Article 27 of AI Act establishes that before deploying a high-risk AI system, Public Authorities and private entities operating public services shall carry out a fundamental rights impact assessment; Article 13 (2) (b) and Article 15 (1) (h) of GDPR impose on controller of data to inform citizens of the existence of automated decision-making, including profiling, and meaningful information about the logic involved, as well as the significance and the envisaged consequences of such processing for the data subject.
Finally, Article 22 of GDPR entitles citizens the right not to be subject to a decision based solely on automated processing, including profiling, which produces legal effects concerning him or her or similarly significantly affects him or her.
Thus, above all, human oversight has to be always guaranteed.
A Spanish student, Juli Ponce Solé came up with a wonderful expression: Reserva de humanidad. For him, the exercise of discretionary powers must be reserved for humans, due to the need for empathy to carry out the weighting of interest with extralegal criteria that discretion consists of[footnoteRef:2]. [2:  Juli Ponce Solé, Inteligencia artificial, Derecho administrativo y reserva de humanidad: algoritmos y procedimiento administrativo debido tecnológico, Revista General de Derecho Administrativo, nr. 50, 2019.] 

We all can adopt this principle, concluding that the respect for the Rule of Law and of Fundamental Rights needs citizens to have the right to ask for a human decision.
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